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lllinais University

Carbondale

Validating Digital Signatures

Immediately below is a brief tutorial that will demonstrate how to Validate Digital
Signatures and some errors to look for.

To begin the tutorial, click anywhere on the tutorial and then double-click the Start
button. After viewing the tutorial, you will find a printable version at the end of this
document.

Note: Using the Adobe Scroll Bars while the tutorial is playing may end the tutorial.

DOUBLE-CLICK TO START
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When you receive an electronic document that has a digital signature affixed, it is your responsibility to make sure that
the signature on the document is a valid one. Instructions for validating an e-form are provided in this document.

The instructions are written with the assumption that the originator of the e-form has completed, signed and forwarded

it to you for approval.

Valid Signature

e When you open a digitally signed document, you
should see a message bar in the lower right corner
of your screen that indicates the signatures are
being verified.

o While this is occurring, the form will not be fully
populated.

e  The Message Bar should look like this and will
appear only briefly.

e Aform that has been filled out correctly, meaning
dated first and then signed, will have several
identifiable elements.

e The Message Ribbon will have a Green checkmark
with the message: "Signed and all signatures are
valid."

e The Signature will be applied and certified by the
State of lllinois.

Invalid Signature
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e HOWEVER, if the form was signed first and then dated, you will see a Yellow Warning icon === in the
Message Ribbon.

e The message states: "Signed and all signatures are valid, but with unsigned changes after the last signature."

%I-J Signed and all signatures are valid, but with unsigned changes after the last signature. Please fill out the Fallowing Farm, You can save data byped léﬁ e (= Highlight Fields

!, inko this form,

e Inorder to see what those changes are, you will
have to look at the Signature Panel.

e You can access the Signature Panel several ways;
two are recommended.

£ sigratre Panel

— Usethebutton.—__ |ocated at the
top of the form.

— Or, theicon m located on the side panel.
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Signature Panel

e After opening the Signature Panel, you will see Anatures
information similar to the following: -

—  Green Checkmark icon signifying the Revisions = & Rev. 1 Signed by Rebecca € Thies Sethiesasinedus] <
were made by the person that originally signed L1 Form Fields Filled In <o
the form [=l == Unsigned Signature Fields
) . . . . . . == formi[0]. #subform[0]. SignatureField3[0] on page 1
—  Yellow Warning icon signifying fields were filled = farm1[0].#subform[0]. SgnatureFeld2[l] on page 1
in after the signature was applied.

—  Pink Right-Arrow signifying there are still
unsigned Signature Fields.

Walidate Al
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e The Unsigned Signature Fields, referenced above,

simply refers to the Approvals section of the
document.

Signatures

e  From the Signature Panel, click the + sign to view
the Yellow Warning message, Form Fields Filled
|n. I, Form Fields Filled In

[l == Unsigned Signature Fields

== formi[0]. #subform[0]. SignatureField3[0] on page 1
== formi[0]. #subform[0]. SignatureFieldz[0] on page 1

-

'-@2 Rev. 1: Signed by Rebecca C Thies <cthi iu.edu s

Walidate Al

Signatures

e The message indicates that the form was dated after
it was signed.

-

Yalidate Al

@ Rev. 1: Signed by Rebecca C Thies <cthies@siu.edu
= 1, Form Fields Filled In
Remember: The date must be app“ed first. el Ficld Farm1[0], #subfarm{0]. CurrertDate[0] an page 1
[= == Unsigned Signature Fields
== faorm1[0]. #subfarm[0]. SignatureField3[0] on page 1
== form1[0]. #subfarm[0]. SignatureField2[0] on page 1

IMPORTANT

When approving an Absence Request, the fact that the Date field was populated after the signature was applied
is not problematic.

o Ultimately, it is the Approver's choice whether to accept this document or reject it.

However, if this were a Purchase Order or another document of the same or greater magnitude, changes after
the signature has been applied would not be acceptable.

VldtngSgntrs.doc Validating Digital Signatures Page 3



Digital Sighatures

Southern™

Ilinois University
Carbondale

Signatures

e After completing the review, collapse the Signature -

Yalidate Al

Panel by clicking the . small arrow in the upper = @ Beailimned by Rebectd Eines e edis
I‘Ight corner Of the panel = 1, Form Fields Filled In

Field Farm1[0]. #subform[0]. CurrentDate[0] on page 1
[= == Unsigned Signature Fields
== faorm1[0]. #subfarm[0]. SignatureField3[0] on page 1
== form1[0]. #subfarm[0]. SignatureField2[0] on page 1

Approving the Document

o After reviewing the document, it’s time to Approve it.

,,,,  Approve [~ Disspprove

e Scroll to the bottom of the form and locate the
Approvals section.

e Moving from right to left, click the Approve radio
button, Date it, and then Sign it.

e Once you click on the appropriate Signature line, the

Appravali

same steps are followed as when the initiator signs immeduesipersos Jith K Caple. TS Owe osmi0 @ Mo - Onmpproe
the form; we won't go into all of those details again. i Py R —
DISTRIBUTION: 1 .Dean DapartmentHead, 2 Employes
Note: If you are not familiar with these steps, please

review the tutorial: How To: Date the E-form & Apply
Your Digital Signature.

o After the first Approval, the Approvals section will
look similar to the one on the right.

o Once the Supervisor's certified signature is applied, the Green Checkmark appears on the Message Ribbon
again.

[@ Signed and all signatures are valid, Please fill out the Fallowing Form, You can save data typed inko this Form, [éé/ Signature Panel = Highlight Fields

Signatures

e The screenshot on the right shows you what the
Signature Panel will look like after approval.

- Yalidate Al

Iﬂ-\;‘gz'Rev. 1: Signed by Rebecca C Thies <cthii iuedus
e Notice there is no Yellow Warning icon under the == : _ ik rledin
e o : : - . — . 2: signed by Judith ie <jcapie@siu.ed
initiator’s signature line; just the note field remains. sy ey B KR ehiE s renleg sk 8

Signature is walid:

Document has not been modified since this signature was applied

e Look at Rev. 2; that signature is also valid and the M
dOCument haS not been m0d|f|ed S|nce th|5 S|gnature Signature datejtime are from the clock on the signer's computer.
H [=] signature Details
was applled Certificate Details. ..
Last Checked: 2010.04.07 13:24:48 -05'00'
Field: Form1[0]. #subform{0]. SignatureField2[0] on page 1
Click b view this version
[l == Unsigned Signature Fields
== form1[0]. #subforml0]. SignatureField3[0] on page 1

Important: A lot more information is contained in the Signature Panel than is addressed here. As an Approver, you
should become familiar with this information and its importance.

e You are now ready to forward the form to the next approver, if further authorization is required by your
department.

e Also, a best practice would be to send a signed copy of this form to the initiator, confirming the approval status.
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